
                                                                             ISSN 2347- 6893                                                                                                                                                         

145 | P a g e                                                         N o v  2 6 ,  2 0 1 3  

 Security of Wireless Sensor Networks in Biomedical 
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Abstract :– 

 Wireless sensor networks are rapidly growing as they have many outstanding characteristics such as the low power 
consumption, remote location sensing, low cost wirelessly communication and mobility.  There has been increase in using 
wireless sensor networks in the biomedical and healthcare.   However, using wireless sensor network introduce new 
challenges that are related to privacy and security.  As well as the information related to the patient besides the other 
parities in the healthcare facilities.  For instance, the information related to the doctors, nurses and the workers.  We 
reviewed the latest approaches that are related to wireless sensor security in the literature and identified the most affective 
factors in wireless sensor networks that are affecting the privacy and the security when employing these network 
especially in biomedical field. We discuss the tradeoff between increasing the security and the network performance. 
Moreover, we provide several solution to increase the security of wireless sensor network while maintaining the required 
performance. - In this we have covered the security issues that are related to the computing network. However, the risk 
from using the devices in the human body are not the scope of this paper. The purposed solutions are more effective 
when taking in consideration the factors the effect the wireless sensors such as the battery life or providing new a valid 
source of power. This paper provide the challenges of using the wireless sensor network in biomedical field and how to 
solve most of these issues.  Solutions are provided to be implemented with the consideration of the other factors provided 
to make the wireless sensor network more secure. 
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INTRODUCTION 

Wireless sensor network (WSN) consist of many small in size devices, powered by batteries, have computing 
capabilities and distributed in an application area.   The goal of these devices is to sense, measure and transfer the 
application data to the base station.   There are many applications for the wireless sensor networks where the sensors are 
responsible to sense and collect some values of interest such as vibration, temperature, humidity, light, sound, 
electrocardiogram, pulses, and other related healthcare applications.  The sensor are sending the information or data as 
light, sounds or text however, these messages are known to the wireless sensor application users [1].   There are many 
fields where the wireless sensor networks are active for instance; they are used for the environmental applications, 
industry applications, military applications and healthcare applications.   Speaking about the applications, wireless sensor 
networks are deployed for monitoring the applications that are difficult to monitor using the conventional monitoring 
methods for example, geological application for monitoring in [2, 3] , smart space monitoring application in [4] ecological 
application in [5], education in [6] and aircraft application in [7]   

The growth and the wide spread of the wireless sensor networks introduced a new types of applications for wireless 
sensor networks in our live.  And as the human healthcare is the most valuable and rapidly growing field.  The evolution 
for technologies to design devices that is able to aid in human healthcare.  Such devices are small in size, wearable and 
can be integrated with the conventional devices. Moreover, the small sensors the patients use could for an on-demand 
infrastructureless network such s ad hoc network.  As a result, the patients can continuously send their data to their 
healthcare providers as if they are carrying a PDA or portable computer [8, 9]. 

There are any benefits for using the wireless sensor network. These benefits are utilized for both the patient and the 
physician. For instant, the benefit for the patient could be by providing continuously monitoring for the patient health. 
However, the physician comes from the continuously and accurate data of the patient allow for more accurate diagnoses.  
Moreover, wireless sensor networks allow flexibility in treatment where the patient’s data are sent while the patients are in 
their environment instead of using the fixed wired biomedical devices in the healthcare facilities.   

Considering the medical devices can be divided into two groups.  First, stand-alone devices which are intended to 
perform a specific monitoring for the application and actuation action however, this group doesn’t need to interact with 
medical devices.  This group is has the biggest share from the medical devices that are being used. Second the 
communication devices, which are different than the stand alone ones as they are able to interact with the surrounded 
devices using wireless communication.  For instance, monitoring the patients in [10], pacemakers [11], the pulse oximeters 
[12]. 

Regarding to wireless sensor networks in biomedical field, the applications can be classified in several areas notably, 
monitoring the patients, the actuator and the biomedical systems.  However, there are challenges that affect using the 
wireless sensor network in biomedical field such as the confidentiality, privacy, availability, physical security, limitation in 
resources and fault tolerance.  Moreover, we should notice that many of the challenges are related to the wireless sensors 
networks however, the deployment on biomedical add more constrains and raise new issues [13].   

In this paper we are identifying the key issues that are affecting deploying the wireless sensor networks in the 
biomedical field.  These issues that are related to the patients’ data confidentiality, data privacy and data ava ilability 

WSN APPLICATIONS IN BIOMEDICAL 

Wireless sensor networks in healthcare are deployed outside or inside the patient body.   Outside the body which is 
involves placing the sensors around the body.   At the other hand, inside the body involves implanting the wireless sensor 
network inside the patient body.   When placing several sensors in or outside the body they form a network called BAN 
(body area network) or PAN (personal area network). The collected data can be sent to a cluster head device for 
aggregation or passed to another node to be forwarded to the base station.  Dependent on the application the wireless 
sensors network functions and operations will be determined [14]. For instance, data collection, aggregation, processing, 
forwarding, and analyzing [13].  

RESEARCH METHOD 

In recent literature many topics related to wireless sensor networks in biomedical applications exist.  After reading 
over fifty articles in the recent literature that are related to wireless sensor networks security in biomedical field, we identify 
the key studies here. Moreover we identify the key challenges that required to be studied to achieve the ultimate goal 
which is to secure the wireless sensor networks in biomedical field.  

One of the applications is related to physiologic monitoring by sensing the patients related data. The data collected 
can be forwarded to clinicians, researchers, physicians, and other health care providers to be used for present or future 
reference. Collected data is utilized to alert healthcare providers on a moment’s notice of any abnormalities [15].  
Applications pay special attention to critical patient data such as monitoring blood pressure, pulse, oxygen, blood sugar, 
and electrocardiogram data [16-19].    

In [20] they discussed the body action recognition by deploying several sensors on the body to detect sounds and 
movements which later can be analyzed. In another publication by Jovanov at el. studied the use of personal locators 
which can analyze the relationship between stress and their subjects environment [21].  For patients with serious 
conditions such as diabetes or hypoglycemia applications can continuously monitor their blood levels [18, 19, 21]. These 



                                                                             ISSN 2347- 6893                                                                                                                                                         

147 | P a g e                                                         N o v  2 6 ,  2 0 1 3  

applications proved to be more valuable than the average medical records as the data is constantly updated and analyzed 
in real time [22].  

In other works patients habits based on their activities in their current environment was studied in [5, 8, 23-25].  
Some systems are specially designed for specific needs for patients care such as medication monitoring [23].  Monitoring 
the recovery of stroke patients through the telecommunication channels known as e-rehabilitation [26]. 

Security Threats within WSN Applications in Biomedical 

The security threads in networks can be classifies in to two categories: passive and active attacks fig 1.   Passive 
attacks cover the attacks that are related to disclose the confidential information such as reading of secret messages and 
analyze the network traffic however; these attacks are done by eavesdropping and are not intended to change the data.   

Security Attacks

Passive Attacks Active Attacks

 

Figure 1 Passive and Active Attacks 

At the other hand the active attacks which are aiming to create, modify or interrupt the information for instance, 
message modification and denial of service.   Considering these attacks, the attacker can violate the confidentially, 
integrity and the availability of patients and health providers data.  Following this further, confidentially includes data 
confidentiality and privacy.  The integrity includes the data, system integrity fig 2. 

Network Attacks

Confidentiality Integrity Availability

Data Confidentiality Data Integrity

Privacy System Integrity

Data Availability

Service Availability

 

Figure 2 Attacks on Networks 

Speaking about the security of wireless sensor networks in healthcare and biomedical field, there are four types of 
attacks related to attacks in networks.  Three of them related to the patient and one is related to the healthcare provider   
for the patients, the physical security, data security and the physical security of the device  for the healthcare provider, the 
data of the healthcare provider [27].   The physical security of the patient attacks includes the attacks the aim to harm the 
patient health directly.   This type of attacks can be achieved using the function and services of the sensing devices which 
are the device communication, sensing, processing and communication.  Data security mostly concerns itself with the 
protection of a patient’s confidential health records. Patient health records not only contain identity information, but also 
sensitive information that could disturb a patient’s personal relationships, job or career advancement opportunities. 
Physical attacks on the medical devices and networks from the attacks that aim to disturb the network and it’s devices 
from their intended functions, such as the denial of service attacks.   At the other hand the attacks on the healthcare 
provider data aiming to compromise the healthcare provider internal network and data.  

PROPOSED MODEL 

To provide the necessary protection for the wireless sensor network when we use it in the biomedical and healthcare 
field, we need to identify the network threads and require measurements.  Many of the attacks are similar to the attacks in 
normal wireless sensor network but when these networks are used in the biomedical field new challenges are introduced.   
Moreover they type of the data in these networks when they are used in biomedical applications become sensitive as they 
are related to the patient health and compromise these data in critical.  To protect these network there a need to address 
the related factors that are affecting the wireless sensor networks security which are the following in fig 4: 



                                                                             ISSN 2347- 6893                                                                                                                                                         

148 | P a g e                                                         N o v  2 6 ,  2 0 1 3  

 

Figure 3 The Model to Secure WSN 

Limited Resources 

Wireless Sensors have limited energy and usually they operate using batteries.  These batteries are required to be 
changed or recharged after a period of time.  However, there are some of attacks that target the wireless sensor to 
exhaust the device so it lose its powers and die.  There for, a protection is needed from some of the unauthorized 
connections that aim to exhaust the wireless sensor are required.    

To solve the energy limitation in wireless sensor network many researchers have conducted studies.   In fact the 
limited resources such as in energy have a great effect on the wireless sensor security.  That because when adding 
security measures such as encryption extra processing and data transmission will be added as an overhead cost which 
will affect the sensor energy consumption and shortage it’s functioning life.  Moreover, a study in [28] aimed to find the 
best encryption algorithm that fits the wireless sensors networks in biomedical.   Many algorithm were studied based on 
their performance and the energy consumption and concluded by finding MISTY1 encryption algorithm is the best to be 
used.  Considering the routing protocol in wireless sensor networks and their ability to play a major role in reserving the 
sensor resource, protocols such is Hybrid Indirect Transmission [29] is designed to lower the resources when transmitting 
data.   HIT is based on clustering and utilize data fusion.  Moreover, HIT has different mechanisms such as Carrier Sense 
Medium Access with Collision Detection where the sender after finding the medium is free sends the data and listen in the 
medium in case of collision happen.  HIT also use Time Division Multiple access where each sensor can occupy the whole 
medium for certain amount of time.  Finally, HIT uses mechanism from LEACH protocol (Low Energy Adaptive Clustering 
Hierarchy) [30].   Overcoming the resources limitation in wireless sensors network is essential when implementing security 
measures are required to reduce the effect of the security overhead costs.  

Fault Tolerance 

Because of the nature of the data the wireless sensor is sending, it’s important to make sure that the data is accurate 
as the healthcare provider depend of these data to diagnose the patient.  However, faults in wireless sensors are 
provoked by the lack of energy or during the transmission.  In fact, the failure could be in some of the transmitted data or 
in all the data.   Other causes of failure could data congestion in the network and an attack on the data during 
transmission.    In [25] a study have been done to identify the threats related to fault tolerance and interferences.   As a 
result, the authors indicated that these issues are still open in wireless sensors network and there is no protocol currently 
solving them.   Speaking about interference and jamming, FHSS (frequency hopping spread spectrum) and DSSS (Direct 
sequence spread spectrum) are traditional solutions.  However, there are cost of implementing these techniques in term of 
power consumption.   A study to was conducted to address routing issues, power consumption, where a signal jamming 
and node faults using a signal with priority properties to detect the jamming location was proposed in [31].  Further, 
detecting the interference in Body Area Network using a coordinator was proposed in [32] where this coordinator checks 
for the existing of the interfering packets.   A role based system was proposed to overcome different types of security 
issues related to wireless sensor network [33].   Where the system after detecting the compromised node, it stops from 
having to function in the network.  Another technique that uses different process aiming to mitigate the effect of the 
compromised node was proposed in [34]. In [35]  a solution was proposed based on having communication with neighbors 
to avoid having a communication failure in the network in case of an attack on the network. As the neighbor nodes store 
the packets it they listen and track the connection until it fully received by the destination node. 
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Confidentiality, Integrity and Availability  

To protect the patient data a security mechanism is required.  Using authentication and encryption are required to 
assure the patient data security and privacy.  Considering aggregation data from different nodes in the network before 
having the data to be processed and sent to the sink, data confidentiality, fault tolerance and robustness are required [36].  
In fact, wireless sensor applications for biomedical must have the necessary encryption and authentication service to 
guarantee the confidentially and the privacy of the patients and the healthcare facility.  That is, confidentiality is required to 
protect the patient’s data and authentication to assure the legitimacy of nodes in the network avoiding an attacker to join 
the network and place attacks that lead to denial of service (DoS).  Another encryption scheme was proposed in [37] 
which an identity-based for body sensor network.   In [16] The authors have proposed a model for body are network to 
provide the require authentication.   As the signal was design to be transmitted through multi-hop within the nodes in the 
body.  

Key distribution is wireless sensor network is one of the challenges when trying to employ encryption and 
authentication services.  Therefore, pre-distributed keys is adopted to reserve the network energy.  Moreover, many of 
security services that require keys are using the pre-distributed keys scheme [38, 39].   As having the sensors to be 
deployed we pre-distributed and shared key can solve the problem of key distribution after deploying the sensors.  
Moreover, change the keys using the permanent key is essential or avoid having the key to be intercepted and known by 
an attacker.  As a result, this will prevent the attacker for decrypting the messages and join the network to perform denial 
for service attacks threating the availability of the network.   Considering the routing protocol LEACH [30] which is an 
energy efficient routing protocol based on clustering.   Where many protocol tried to improve it by adding security services.  
For instance, having pre-distributed keys for symmetric encryption, involving secure broadcast authentication such as 
µTESLA [40].  Further, public key cryptography was also purposed with the implementation of ECC to reduce the energy 
consumption as in [40, 41].  Implementing the required security service in wireless sensors network to protect the BAN 
require having lightweight protocols the preserve the energy.  For example, having a sensor inside the patient body need 
to have an energy source that doesn’t make it necessary to have the patient to have to perform an operation to recharge 
the battery to change the sensor.   

 

Physical Security 

The hard ware device itself need to be protect from unauthorized access where and attack could be able to access 
the patient information from the physical device.  Another concern is about the ability of the sensor to function inside the 
patient body or under the skin [42].  Moreover, the sensor components and materials must be made from materials that is 
not harmful of the body and the body should be able to accept it inside.   As these factors might provide greater risk to the 
patient from the benefits that reflect the use of wireless sensor networks inside the body. 

PROPOSED MODEL DISCUSSION 

This model discusses they key factors that affect the wireless sensor network in biomedical field.  As providing the 
necessary measurements for each factor is essential to have the required security that is needed in the biomedical and 
healthcare field [13].   An encryption for the data is essential but it need to combine with low energy routing protocols and 
over all low energy consumption network.  

IMPORTANCE OF THE MODEL 

Considering the security issues the wireless sensors networks are facing.  The model covers all the essential keys 
that are need to protect the network from different types of attack.  Employing the encryption to assure the confidentiality 
and the privacy and authentication to provide the availability of the network which are the key to make wireless sensor 
network secure and mitigate the attack that target the network resources. 

CONCLUSION 

There are many benefits we can we can utilize using the new technologies however, it always introduce new 
challenges.   Wireless sensor networks biomedical in new emerging technology but has some challenges that need to be 
addressed.   In this paper we have provided a solution to one of these challenges where the wireless sensor network 
needs to be secured to provide protection for the patient and the healthcare provider. Where the data must be encrypted 
and transmitted using low energy network.  As a result, that will make the patient assuring the confidentiality, privacy and 
prolong the need to maintain the wireless sensor itself.  
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