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Security of Wireless Sensor Networks in Biomedical
Muneer Alshowkan?, Christian Bach?, Ammar Odeh?®
Abstract -

Wireless sensor networks are rapidly growing as they have many outstanding characteristics such as the low power
consumption, remote location sensing, low cost wirelessly communication and mobility. There has been increase in using
wireless sensor networks in the biomedical and healthcare. However, using wireless sensor network introduce new
challenges that are related to privacy and security. As well as the information related to the patient besides the other
parities in the healthcare facilities. For instance, the information related to the doctors, nurses and the workers. We
reviewed the latest approaches that are related to wireless sensor security in the literature and identified the most affective
factors in wireless sensor networks that are affecting the privacy and the security when employing these network
especially in biomedical field. We discuss the tradeoff between increasing the security and the network performance.
Moreover, we provide several solution to increase the security of wireless sensor network while maintaining the required
performance. - In this we have covered the security issues that are related to the computing network. However, the risk
from using the devices in the human body are not the scope of this paper. The purposed solutions are more effective
when taking in consideration the factors the effect the wireless sensors such as the battery life or providing new a valid
source of power. This paper provide the challenges of usi e wireless sensor network in biomedical field and how to
solve most of these issues. Sollitions are provided to be implefented with the considgration of the other factors provided
to make the wireless sensor ne more secure.
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INTRODUCTION

Wireless sensor network (WSN) consist of many small in size devices, powered by batteries, have computing
capabilities and distributed in an application area. The goal of these devices is to sense, measure and transfer the
application data to the base station. There are many applications for the wireless sensor networks where the sensors are
responsible to sense and collect some values of interest such as vibration, temperature, humidity, light, sound,
electrocardiogram, pulses, and other related healthcare applications. The sensor are sending the information or data as
light, sounds or text however, these messages are known to the wireless sensor application users [1]. There are many
fields where the wireless sensor networks are active for instance; they are used for the environmental applications,
industry applications, military applications and healthcare applications. Speaking about the applications, wireless sensor
networks are deployed for monitoring the applications that are difficult to monitor using the conventional monitoring
methods for example, geological application for monitoring in [2, 3] , smart space monitoring application in [4] ecological
application in [5], education in [6] and aircraft application in [7]

The growth and the wide spread of the wireless sensor networks introduced a new types of applications for wireless
sensor networks in our live. And as the human healthcare is the most valuable and rapidly growing field. The evolution
for technologies to design devices that is able to aid in human healthcare. Such devices are small in size, wearable and
can be integrated with the conventional devices. Moreover, the small sensors the patients use could for an on-demand
infrastructureless network such s ad hoc network. As a It, the patients can continuously send their data to their
healthcare providers as if they age carrying a PDA or portab
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RESEARCH METHOD

In recent literature many topics related to wireless sensor networks in biomedical applications exist. After reading
over fifty articles in the recent literature that are related to wireless sensor networks security in biomedical field, we identify
the key studies here. Moreover we identify the key challenges that required to be studied to achieve the ultimate goal
which is to secure the wireless sensor networks in biomedical field.

One of the applications is related to physiologic monitoring by sensing the patients related data. The data collected
can be forwarded to clinicians, researchers, physicians, and other health care providers to be used for present or future
reference. Collected data is utilized to alert healthcare providers on a moment’s notice of any abnormalities [15].
Applications pay special attention to critical patient data such as monitoring blood pressure, pulse, oxygen, blood sugar,
and electrocardiogram data [16-19].

In [20] they discussed the body action recognition by deploying several sensors on the body to detect sounds and
movements which later can be analyzed. In another publication by Jovanov at el. studied the use of personal locators
which can analyze the relationship between stress and their subjects environment [21]. For patients with serious
conditions such as diabetes or hypoglycemia applications can continuously monitor their blood levels [18, 19, 21]. These
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applications proved to be more valuable than the average medical records as the data is constantly updated and analyzed
in real time [22].

In other works patients habits based on their activities in their current environment was studied in [5, 8, 23-25].
Some systems are specially designed for specific needs for patients care such as medication monitoring [23]. Monitoring
the recovery of stroke patients through the telecommunication channels known as e-rehabilitation [26].

Security Threats within WSN Applications in Biomedical

The security threads in networks can be classifies in to two categories: passive and active attacks fig 1. Passive
attacks cover the attacks that are related to disclose the confidential information such as reading of secret messages and
analyze the network traffic however; these attacks are done by eavesdropping and are not intended to change the data.

Security Attacks

v

Passive Attacks

v

Active Attacks

confidentially,
includes data

Network Attacks

Confidentiality Integrity Availability

Data Confidentiality Data Integrity Data Availability

System Integrity

Privacy Service Availability

attacks related to attack 8
for the patients, the physical security, data y of the device for the healthcare provider, the
data of the healthcare provider [27]. The physical security of the patient attacks includes the attacks the aim to harm the
patient health directly. This type of attacks can be achieved using the function and services of the sensing devices which
are the device communication, sensing, processing and communication. Data security mostly concerns itself with the
protection of a patient’s confidential health records. Patient health records not only contain identity information, but also
sensitive information that could disturb a patient's personal relationships, job or career advancement opportunities.
Physical attacks on the medical devices and networks from the attacks that aim to disturb the network and it's devices
from their intended functions, such as the denial of service attacks. At the other hand the attacks on the healthcare
provider data aiming to compromise the healthcare provider internal network and data.

PROPOSED MODEL

To provide the necessary protection for the wireless sensor network when we use it in the biomedical and healthcare
field, we need to identify the network threads and require measurements. Many of the attacks are similar to the attacks in
normal wireless sensor network but when these networks are used in the biomedical field new challenges are introduced.
Moreover they type of the data in these networks when they are used in biomedical applications become sensitive as they
are related to the patient health and compromise these data in critical. To protect these network there a need to address
the related factors that are affecting the wireless sensor networks security which are the following in fig 4:
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transmission.  In [25] a study have been done to identify the threats related to fault tolerance and interferences. As a
result, the authors indicated that these issues are still open in wireless sensors network and there is no protocol currently
solving them. Speaking about interference and jamming, FHSS (frequency hopping spread spectrum) and DSSS (Direct
sequence spread spectrum) are traditional solutions. However, there are cost of implementing these techniques in term of
power consumption. A study to was conducted to address routing issues, power consumption, where a signal jamming
and node faults using a signal with priority properties to detect the jamming location was proposed in [31]. Further,
detecting the interference in Body Area Network using a coordinator was proposed in [32] where this coordinator checks
for the existing of the interfering packets. A role based system was proposed to overcome different types of security
issues related to wireless sensor network [33]. Where the system after detecting the compromised node, it stops from
having to function in the network. Another technique that uses different process aiming to mitigate the effect of the
compromised node was proposed in [34]. In [35] a solution was proposed based on having communication with neighbors
to avoid having a communication failure in the network in case of an attack on the network. As the neighbor nodes store
the packets it they listen and track the connection until it fully received by the destination node.
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Confidentiality, Integrity and Availability

To protect the patient data a security mechanism is required. Using authentication and encryption are required to
assure the patient data security and privacy. Considering aggregation data from different nodes in the network before
having the data to be processed and sent to the sink, data confidentiality, fault tolerance and robustness are required [36].
In fact, wireless sensor applications for biomedical must have the necessary encryption and authentication service to
guarantee the confidentially and the privacy of the patients and the healthcare facility. That is, confidentiality is required to
protect the patient’s data and authentication to assure the legitimacy of nodes in the network avoiding an attacker to join
the network and place attacks that lead to denial of service (DoS). Another encryption scheme was proposed in [37]
which an identity-based for body sensor network. In [16] The authors have proposed a model for body are network to
provide the require authentication. As the signal was design to be transmitted through multi-hop within the nodes in the
body.

Key distribution is wireless sensor network is one of the challenges when trying to employ encryption and
authentication services. Therefore, pre-distributed keys is adopted to reserve the network energy. Moreover, many of
security services that require keys are using the pre-distributed keys scheme [38, 39]. As having the sensors to be
deployed we pre-distributed and shared key can solve the problem of key distribution after deploying the sensors.
Moreover, change the keys using the permanent key is essential or avoid having the key to be intercepted and known by
an attacker. As a result, this will prevent the attacker for degmygpting the messages and join the network to perform denial
for service attacks threating the availability of the networ onsidering the routing protocol LEACH [30] which is an
energy efficient routing protocol rove it by adding security services.
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CONCLUSION

There are many benefits we can we can utilize using the new technologies however, it always introduce new
challenges. Wireless sensor networks biomedical in new emerging technology but has some challenges that need to be
addressed. In this paper we have provided a solution to one of these challenges where the wireless sensor network
needs to be secured to provide protection for the patient and the healthcare provider. Where the data must be encrypted
and transmitted using low energy network. As a result, that will make the patient assuring the confidentiality, privacy and
prolong the need to maintain the wireless sensor itself.
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