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ABSTRACT

Cryptographic techniques are necessary for the security of Adhoc Network. These cryptographic Algorithms are
obligatory for protection of the user data so that only the permitted user are allowed to access it. This review paper
outlines the comparison of various algorithms i.e AES, Rijndael AES and Pipelined AES. These algorithms estimate
the performance on the basis of data throughput and clock frequency.
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INTRODUCTION

An adhoc network is formed by the combination of nodes without having access point and information are exchanged
and passed from one node to another node. Communication between the nodes is possible even they are not in the
transmission range of each other.

An adhoc networks offers many benefits as user mobility, rapid installation, flexibity and scalability. When the
infrastructure is exploited by some unbalanced environmental conditions, in that case, an adhoc networking helps us
to stabilize a temporary network. An adhoc network can be characterize with dynamic topologies, limited bandwidth,
and limited physical security and decentralized administration. Movement between the nodes is possible due to
dynamic topologies. Arbitrary movement of nodes at any time is responsible for the broken links in the network. This
prominent feature of adhoc networks makes it difficult to set up secure key distribution. As opposed to wired networks,
adhocs nodes are more often part of a frequent changing environment that is not maintained professionally so that
network is exposed to attacks ranging from physical attacks to eavesdrop due to the transmission range which
exceeds the area where the network is deployed. Secured data is becoming an important factor for many applications
in wireless communication. An encryption algorithm is in need now days to provide resistance against attack. When a
new attack is established as effective, the update of the encryption system is a real obligation to guarantee the
security of data [1]-[3].

The National Institute of Standards and Technology (NIST) has published the specifications for the Advanced
Encryption Standard (AES) in the Federal Information Processing Standards (FIPS) [1].

Different versions of AES algorithm exist today depending on the size of the encryption key. In this review paper, a
hardware model for implementing the AES 128 algorithm has developed using the VHDL. DES (Data Encryption
Standard) has come before AES and used as a cryptographic technique for security algorithm. AES provide the
protected efficient data with good reliability. The key size is an important issue for determining the security of the
system. According to the demand of market, it is very difficult to achieve area consumption, throughput and security all
together at the same time [4]-[8].

Any encryption algorithm when implemented by software has significant disadvantages because of less parallelism in
software and word size variation on dissimilar operating systems. In addition, it does not accomplish the necessary
speed for time critical encryption applications. Due to the shortcomings in the software implementation, encryption
algorithm had adopted the hardware implementation as an alternative. These algorithms provide the eventual secrecy
to the encryption key, faster speed and more efficiency to the systems. In today scenario, to achieve the desired
performance an FPGA implementation is still meeting their cost, timing and power goals. According to the time-to-
market concern, FPGA technology offers good performance, flexibility and rapid prototyping capabilities.

AES ALGORITHM

AES is a symmetric block cipher which provides the encryption and decryption of the information. Encryptor converts
the original data to a form which is not understandable by the user called cipher text and decryptor convert the data
into its previous form known as plain text. There is a key associated with each cipher and inverse cipher operation.
There are various key lengths are available for AES algorithm i.e., 128, 192 and 256-bits but the block size is fixed
which is of 128 bits. Encryption consists of number of rounds depending upon the key size [9]. All the rounds in the
AES algorithm are alike excepting the last round. Each round consists of an input state array and gives an output
state array. All the operations are processed the state array and finally the output state array produced by the last
round is converted back to the bits. AES decryption is not as same as encryption but corresponding to an inverse
cipher uses the same method which has adopted for encryption process but the key will be determine by the different
criteria. For the protection of the data, we have to highly depend on the key length. Higher will be key length of the
algorithm, more will be the security of the system [10]-[11].

FPGA IMPLEMENTATION OF AES ALGORITHM

AES algorithm uses the key of 128-bit size i.e. 16 bytes which can be ordered as 4x4 matrix. This algorithm contains a
Add round key and having nine regular rounds which consist of four modules and last round. These four module are
named as- Sub-byte transformation, Shift rows transformation, Column mix and Add round key. The last round do not
have column mix module.

The four modules are described as:
Sub-byte Transformation

It is a non-linear substitution of bytes which is operated on each state bytes independently. An S-Box is obtained from
look-up table which provide the Sub-bytes transformation [12].

Shift rows Transformation

The transformations are carried out on each of row and the data is changing by different offsets. Decryption process is
quite same except that the shifting offsets have altered their values.
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Column mix Transformation

Each column is operated individually. It is a mixing process which combines the four bytes in each column and forms
a new value. A Column mix operation is dot operation performed according to the Galois Field (GF) rule [11].

Add round Transformation

In this, Xoring operation is done between state and the round key with each has the size of 128-bits. This will effect
the every bit of state. This transformation is operated as column wise between the one word of round key and four

byte of a state column.
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Fig 1. VLSI Architecture for Encryption of AES Algorithm [13]
RIINDAEL AES ALGORITHM

Rijndael AES is also symmetric block cipher algorithm. The input/output sequences having the same length in
Rijndael AES. Length referred to the number of bits in any sequence. In Rijndael AES algorithm, block size and key
length can be of any allowed values. AES requires the block size of 128 bits but the Rijndael cipher can work with
variant of block size which are the product of 32 bits, which are having the range between 128 to 256-bits. The state
array for the different block size in the Rijndael cipher has four rows but the columns number vary according to the
block size [14].
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Fig 2. Flow Chart of Rijndael AES Algorithm [14]

FPGA IMPLEMENTATION OF RIJNDAEL AES ALGORITHM

Rijndael was selected for AES standard because of its various advantages of providing the secure data with high
flexibility and quick response towards data. To provide good efficiency to the system we preferred to use the larger
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block size. Rijndael AES algorithm has the good key scheduling capability while mainitaing the performance. It also
requires less memory for implementation. Rijndael is same as an AES except having extra feature of variable block
size. All transformations in algorithm operate on the state. 128-bit key has initial Data/Key Addition and 9 rounds
transformation and the scheduling of key. This will provide key to all the 9 round so that a different round key is
created for each iteration.

P Data/Key Rnd Rnd Rnd FinalR
P ddition 1 > P 9 nd [P

K

Key
Schedule

Fig 3. Rijndael Encryption Algorithm
PIPELINED AES ALGORITHM

The technique of pipelining is adopted in designing the network for maximising their throughput by using a number of
parallel operations in a given time. AES algorithm emphasis on pipelining to increase its throughput. Parallel
processing is being performed by several inputs which will process several outputs with increased sample rate. In
pipelining, data transmission has changed in this design. All the data 128-bit plain text, 128-bit initial key and 128-bit
final text key, splited into four 32-bits units which are guarded by the clock. The AES algorithm consists of four block,
but here we are focussing on the design of high performance architecture for all these operations. In pipelined AES
algorithm, we had adopted the high speed implementation of Sub-byte / Inverse Sub-byte transformation and
hardware sharing implementation of Column mix / Inverse Column mix transformation [15].

FPGA IMPLEMENTATION OF PIPELINED AES ALGORITHM

AES algorithm has implemented on FPGA using VHDL as a programming language. In the implementation of the
pipelined AES FPGA implementation of 128-bit AES provide the high speed and high throughput. By adopting the
pipelining in the algorithm reduce the time of hardware. In non-pipelined architecture, time taken by the hardware is
more than the pipelined. In AES 128 bits, there are 10 rounds and the data given as input has to pass through these
10 rounds. In pipelined AES algorithm, second data do not have any need to wait until first data completes its 10
rounds [13]. Different pipelining stage implementation of AES algorithm corresponding to the variation in throughput,
area and power for both encryption and decryption.
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Fig 4. VLSI Architecture of Pipelined AES processor [16]

COMPARATIVE STUDY

In the following table, the comparison of these Algorithm according to data throughput and frequency as shown :
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Table 1. Comparison Table[13],[16]

AES Rijndael AES Pipelined AES
Data Throughput 31 Mbps 280 - 450 Mbps 28.4 Gbps
Frequency 21.2 MHz 64 MHz 222.2 MHz

CONCLUSION

An optimal AES, Rijndael AES and Pipelined AES has designed according to the high throughput and high clock
frequency. The analysis has made the decision that the speed has increased by the use of pipelining in the sub-byte
block. Pipelining provide the maximum frequency and high throughput as compared to others.
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