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ABSTRACT

Mobile Ad-hoc Network (MANET) is a kind of wireless network that has the most challenging network infrastructure. Itis
formed using the mobile nodes without any centralized administration from the security perspective and is a self-
configuring fastest emerging wireless technology, each node on the MANET will act like a router which forwards the
packets. Dynamic nature of this network makes routing protocols to play a prominent role in setting up efficient route
among a pair of nodes. Dynamic Source Routing (DSR) and Ad-hoc On-Demand Distance Vector (ADOV) is a reactive
MANET routing protocols. Most of the attacks on MANETs are routing protocol attacks. Attacks on routing protocols,
especiallyinternal attacks will cause the damage to MANETs. Sinkhole and black hole attacks are a type of internal attack
which is affected by attempting to draw all network traffic to malicious nodes that fake routing update and degrade the
performance ofthe network. The black hole nodes should be detected from the network as early as possible via detection
mechanism and should also guarantee the higher detection rate and less cross -over error rate. In this paper, we studied
the characteristics of black hole attack and how it will affect the performance of the distance vector routing on demand
routing protocol such as (ADQOV) protocol, which recognizes the presence ofblack hole node from packet flow information
between nodes and isolates it from the network via applying AODV protocol that one of popular routing protocol. We have
evaluated the performance of the system using widely used simulator NS2, results prove the effectiveness of our
prevention and detection method.
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1. Introduction

Mobile Ad hoc networks (MANET) are the collection of autonomous nodes; each node determines the topology of the
network. They can communicate to each other via some wireles s network (or radio links). Two nodes can communicate
directly to forward messages from the source node to neighbors till the messages reach the destination nodes so the
nodes act as both hostand router at the constanttime, but if these nodes are beyond the network range then they need
some intermediate nodesto deliver the packet to the designated node. Since the transmission between two nodes should
rely on nodes, several routing protocols [11, 7, 12, and 20] have been proposed for ad hoc networks in order to establish
an accurate and efficient route between the pair of nodes.

MANETs are more wlinerable to network attacks as it gains and loss many nodes simultaneously, and these nodes are
pushed into the resource constraints such as bandwidth, storage, and energy capacity. Attacks on MANETs can be
categorized into two major groups: internal and external [13].

An internal attack is originated from a compromised node of the same network. They drop, fabricate, alter, or misroute
data packets. The external attack is not participating in the routing process but disrupt network operations like flooding,
DOS, or cut-off nodes from network [3].

Sinkhole and blackhole attack is an internal attack where an adversary node misleads routing packets notto selectthe
appropriate path between source and destination. And it diverts all routing packets to itself in ord er to extract network
traffic information and may perform selective forwarding [2, 5, 6]. Black hole attacks are the most popular examples of
sinkhole attack. A blackhole attack is an active denial of service attack in which a malicious node can attract all packets by
falsely claiming a fresh route to the destination and then absorb them without forwarding them to the destination [23].

Dynamic source routing protocol DSR is a reactive protocol of MANET. It involves two phase: route discovery phase and
the route maintenance phase. During the routing discovery, the sinkhole attack is carried out when the sinkhole node
propagates a bogus message to advertise the shortest path to the destination node. AODV routing protocol is
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compensation or improvement protocol form DSR and DSDV protocols it borrows the routing mechanism and routes
discovery from DSR [10].

This paper proposes a secure routing protocol to defend against the attack. The rest of the paper is organized as follows.
Section 2 describes routing protocol and malicious attack- an overview. Section 3 contains the related works. Section 4
describes the methodology. Section 5 has the experimental and res ults in the evaluation. Section 6 concludes the results
and presents the future works.

2. An-Overview
We will give an overview of routing protocol and Malicious attack. To show some of itis characteristics.
2.1 Dynamic source routing (DSR)

Dynamic source routing (DSR) is an on-demand/ reactive routing protocol of MANET where the nodes on the network
utilize the source routing mechanism [10]. It involves two main phases one is routed discovery phase and the other is
route maintenance phase [15] and DSR works in two phases: route discovery and route mechanism [1]. Itdoesn'tsend
periodic beacons for route maintenance. It uses route cache instead of routing tables [1]. The source node adds the routes
that have to be taken by each packet after the route discovery. This route information is stored in a cache memory of the
nodes. To discover a route, the source node that needs to send the packet to the destination node floods a Route Request
(RREQ) message. The RREQ has sender's address, destination address and a unique sequence ID determined by the
sender. Whenever the RREQ reaches a neighboring node they will check their cache memory for a route to the
destination. If there is a route to the destination orifthis node is the target (destination) node they will append their ID and
send Route Reply (RREP) message back to the source node in the reverse path followed by the RREQ. If the node is not
the destination node, then it will append its ID in the RREQ and forwards this to its neighboring nodes. After this ro ute
discovery process, the source will append the whole path in the other packets and will send it to the destination [10] [15].
The dynamic source routing protocol does nothave any detection mechanisms to find out the presence of malicious nodes
in the network [15].

2.2 AODV Routing Protocol

It is compensation orimprovementprotocol form DSR and DSDV protocols it borrows the routing mechanism and routes
discovery form DSR [11]. The main advantage for AODV over DSR is the source route does not need to be included in
each packet. So this will give less overhead than DSR. So in our research, we go to use AODV to simulate ad hoc Mobile
network (MANET), for this reason. The routing messages do not contain information about the whole route path, but only
aboutthe source and the destination [22]. In AODV when source node needs to send the packet to the destination node, it
broadcast its request (RREQ) to its neighbors. Then each node that found in neighbors do reverse route toward the
source node to tell it about the fresh route to the destination when the destination receives RREQ), itrelies on (RREP).

2.3 Sinkhole Attach

Sinkhole attack is a type of internal attack is affected by attempting to draw all network traffic to malicious nodes that fa ke
routing update and degrade the performance of the network. The idea of the attacker in this attack is to attract all the
network traffic towards itself [4]. The attacker executes this attack by making the neighboring nodes believe that the
shortest path to the destination is through it. One of the impacts of sinkhole attack is that it can be used to launch other
attacks like selective forwarding attack, acknowledge spoofing attack and drops or altered routing information. It can also
use to send bogus information to the base station. It increases network overhead, decreases network's life time by
boosting energy consumption; finally, destroy the network [14].

In DSR protocol, Sinkhole attack affects the performance of the DSR routing by using the flaws like sequence number.
The sinkhole node modifies the sequence number [10].

2.4 Black hole Attack

The most popular examples of sinkhole attack are black hole attack. A black hole attack is an active denial of service
attack in which a malicious node can attract all packets by falselyclaiming a fresh route to the destination and then absorb
them without forwarding them to the destination [23].

When a source node broadcasts the RREQ message for any destination, the black le node-replay with RREP that
includes the highestsequence number and this message is perceived as ifitis coming from the destination or from a node
which has a fresh enough route to the destination. The source assumes that the destination is behind the black hole and
discards the other RREP packets coming from other nodes. The source then starts to send outits data packets to the
black hole trusting that these packets will reach the destination [24]. Ablack hole attack (or sinkhole attack) also leads to
denial of service in wireless mesh networks. It also exploits the route discovery mechanism of on-demand routing
protocols. Aimostall the traffic within the neighborhood ofthe malicious node will be directed towards the malicious node,
which may drop all the packets, resulting in the denial of service [25].

3. Related Work

Different solutions which were used to detect and identified sinkhole and blackhole attack were suggested by different
researchers, H. Deng, W. Li, and D. P. Agrawal, each source requires next hop information of each node of source route
to verifies the truthfulness of the route [6].
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S. Lee, B. Han, and M. Shin Requires each node send route Confirmation REQuest (CREQ) to nexthop node. Next
node checks the route cache, confirms the route and remote destination and sends a reply to the source. The same
procedure was followed by all intermediate nodes in the source to destination path [18].

S. Marti, T. J. Giuli, K. Lai, and M. Baker, and Watchdog proposed the scheme to detects and mitigates malicious
node attack to improve the performance of a network. [19]. S. Buchegger and J.-Y Le Boudec, suggests CONFIDANT
method consists of four modules Monitor, Reputation System, Trust Manager, and Path Manager, all four modules
work together and removes malicious node [17].

Tseng and Culpepper proposed two sinkhole detection indicators for MANETs which use the DSR protocol [21].
Marching and Datta proposed a collaborative technique which uses a monitor [9]. Kim et al proposed the cooperative
method. This method uses three kinds of packets for isolating sinkhole nodes node for the detection of the malicious
nodes [8]. Shim et al. proposed Cluster analysis method for sinkhole detection. [16].

4. Methodology

The methodology of this projectis divided into three steps:

Frst step: reviews related work and gathering information from different papers.

Second step: analyze the requirement project needing to design experimental via the NS2 simulator.
Third step: implement and apply the design solution and outs the results.

Figure 1 shows the entire steps that make up the methodologythatis used in this research for experimental and result
evaluation. The overall framework consists of five main steps which are, prepare requirements, requirements
preprocessing and experimentation, and enhance AODV by caching mechanism and result and evaluation.

[ Prepare Requirements :]

Requirements Preprocessing

\!/ Send Route Request RREQ |
[ Experimentation | and Reply Rout; Response

L

[ Used AODV Routing ]

Protocols

Detect Attacker |
Node [

Enhance AODV by

Caching Mechanism Result and Evaluation ]

FHg. 1 Methodology Overall.

5. Experimental and Result Evaluation

Implement AODV protocol which itis one of the most popular routing protocol like DSR protocol used NS2 simulator via
two scenarios under test (AODV protocol without malicious attack — a black hole attack, AODV protocol with malicious
attack) by used intrusion detection and prevention mechanism. We used NS2 simulator toolkit to prepare experimentation
to as enhanced AODV protocol for detection and prevention of black hole attack in mobile ad hoc networks. The
experiments are conducted on different measurement are throughput, packet delay, and packet loss to find out the best
accurate results.

5.1 Implementation

The experimental is done by NS2 simulator, which is a Network tool. In orderto get accurate results from the simulations,
we used UDP protocol. We did our research in three scenarios, first, we used AODV without any hacking or malicious in
MANET. Then we implemented MANET with a blackhole attack. Finally, we implemented MANET under intrusion
detection and prevention solution using RREP Caching Mechanism [ 24].

5.2 Implementation Plan
e Twenty nodes were used to form the MANET. Each of which is all mobile nodes.

e Detectthe location of all nodes. Select source and destination.
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e During the RREQ and RREP, the attacker node will get the data, but will not transfer it to the next node.

e Find the path between the source and destination.

e We use to select the secure path between the source and destination using an idsAOVD protocol which is using

RREP Caching Mechanism.

e Finally, the packets will be transmitted.

We generated Xgraph for Number of Packet in bits vs. routing time which gives us throughput, Xgraph for Number of lost

packets vs. time, and Last packettime vs. Anumber of packets to find delay.

5.3 Requirement and Resources

Table 1 shows software requirements. In Table 2 we represent parameters that we used in the ns2 simulator. Then in

Table 3, we illustrate measurements that we find.

Table 1: Software Requirements

Software Equipment

Type

Simulator

Ns2.35

Operating System

Ubuntul2.04

Programming Language

TCL, c++, and AWK script

Table 2: Parameters are used

Parameter Value
SIMULATOR Network Simulator 2
SIMULATION OF NODES 20
INTERFACE TYPE Phy/WirelessPhy
CHANNEL Wireless Channel
MAC TYPE Mac/802_11
QUEUE TYPE Queue/DropTail/PriQueue

Converge area

750 x750 m

M obility model

Transmutation and Traffic

UDP -CBR

UDP packet

512 byte
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e Then, the source node will send the route request RREQ to all nearest node to reach the Destination and the
destination will send the route response RREP to all nearest node to reach the Source.

Random waypoint model
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Table 3: Measurements are used

No. Measurement
1 Throughput

2. Packet delay

3. Packet loss

5.4 Results and Analysis

In the first scenario, the previous parameters with normal AODV protocol were used. We started our experiment using
AODV routing protocol then initialized 20 nodes, given each node the mobility, create the connections between each two
nodes using CBR application over UDP connection, and then implementthe resultin Xgraph. Figure 2 shows the scenario
execution.

distcsT_

tica-18' into a font (defaulting to °

ead "ns": no such variable

slate “helvetica

tica-10' into a font (defaulting to °

tica-18' into a font (defaulting to

FHg. 2 The scenario execution.

Figure 3 shows the name file for the previous scenario we have 20 circles which implementthe mobile nodes. The source
node in blue color and the destination node in green color. We can see how nodes are moved and some packets are
dropped because we used UDP protocol which is unreliable.

The next three figures will show the results after the first scenario simulation. Figure 4 illustrates the average network
throughputin Xgraph using transfer size vs. time. As we see average throughput gives the high result because there is a
normal situation.

Figure 5 illustrates the lostpackets vs. time. The number of packets lostat the beginning ofthe simulation is less than the
number of packets which are delivered at the end.
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Fg. 3 The nam file for AODV.

Fig. 4 Normal Graph Model with Average Network Throughput.

Fg. 5 Packets Loss in Normal Scenario.

Figure 6 shows the packets delay. We used last Packet transfer vs. Number of packets. Because of the using of AODV
without any addition or hacking problems, the delay will be decreased.
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Fg. 6 Packet Delay in Normal Scenario.

Form this scenario we can say MANET here works without any problems in the normal situation. There are no attack
conditions.

But in scenario 2 we implemented node 0 as a blackhole node to make an attack in the network by showing a faked
shortest bath for other nodes. We simulated these scenarios as in normal situation. But here we used hacked routing

protocolin black hole node 0 calls it black hole AODV. So we did some changes in ns2.35 AODV protocol to get this new
protocol.

Figure 7 shows the changes in the code for blackhole attack, we add new protocol and call it blackhole AODV. Figure 8
implements nam file for scenario 2. It shows a large amount of Packet lost or drooping when the attacker hacking the
Adhoc network, we can see the blackhole node implemented in red color absorb the packets which are come from source
implemented in green color without delivering it to destination implemented in blue color.

Figure 9 illustrates the average throughput which is less than normal as it decreases in this scenario. Because sending
and receiving mechanism under blackhole attack.

As we seeinfigure 10, packetloss increases within the time. This refers to some of the packets absorb in the blackhole
node without reaching the destination.

In the lastfigure, 11 representthe delay under blackhole attack increases because a large number of packet loss as the
blackhole node absorb it.

-
e

Hg. 7 The code for the blackhole attack.
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Fg. 8 nam file under Blackhole attack.

Fig. 9 Average Throughput under Blackhole attack

Fig. 10 Packet loss Under Blackhole Attack
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Fg. 11 Delay Under Blockhole Attack.

In scenario 3 we changed and enhanced AODV routing protocol to detect and prevent intrusion and the malicious node
which causes attacks and hacking the network so we used a chacing mechanism. We displayed this in idsAODV, ids
stands for (intrusion detection Solution).

Figure 12 shows num file after using idsAODV, this figure shows that although we have blackhole node in red color but
packets can deliver from the source to destination. Figure 13, figure 14 and figure 15, respectively illustrate that average
throughputincrease, packet loss decrease, and delay decrease too.

= = 4) 1227eM 2 %
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Fg. 12 Num file idsAODV.

In the next three figures we used and add now protocol to ns2.35, this process needs to add some files to the simulator
and update our program.
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Fg. 13 Average Throughput with idsAODV.

Hg. 14 Packet loss with using idsAODV.

FHg. 15 Packet Delay with using idsAODV
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A comparison between these three protocols or mechanisms through using average throughputis shown in figure 16.

From this figure, we can see throughput increase and decrease for three protocols or scenarios. But the average

throughputfor each protocol. lllustrate it in Table 4. Which representthatan intrusion detection solution idsAODV come in
between more than blackhole AODV, and less than normal AODV.

Throughput For Three Routing Protocols
900

8

8

g

g

=$=A0DV
==blackholeACDV
idsAQDV

Data Transfre Skze
£
=

g

2 4 [ 8 10 12
Time per second

Fg. 16 Throughput Vs Time per second.
Table 4: Average Throughput for protocols

Protocol Average Throughput
AODV 424
blackholeAODV 192
idsAODV 289

6. Conclusions and Future Works

In this research, we studied the enhanced AODV protocol for routing in MANETS to detect and prevent of black hole attack
via NS2 simulator by overview the DSR protocol, AODV protocaol, sinkhole attack and black hole attack.

Then we do the comparison among two scenarios with enhanced AODV protocol by used cache mechanism to find out
the best accurate result of the new route and thus efficiently detects the black hole behavior of the nodes and isolates
them quickly. In terms of measurement evaluation, results show that enhanced AODV protocol achieves the highest
accuracy and best performance evaluation results than blackholeAODV, but it gives less accuracy and bad performance
evaluation than normal AODV.

As a future work, we aim to update a new protocol called “idsAODV’ protocol to find out the best accurate and
performance results for detect and prevent attack more than current AODV routing protocol.
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